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Problem 1
Find Crypt

The Swamp Count Sherif’'s Departmenthas capturedseveral computerswhich they think containimportant
evidence.But therearethousand®f files onthemandthe datain questiormaybe encrypted.Thetaskof yourteam
is to write a programthatwill analyzeeachfile andproduceareportof thedistribution of bytevaluesin thefile. This,
alongwith otherinformation,will be usedto selecffilesto beinvestigatedurther.

Considerafile to be madeup of 8-bit bytes(0..255).A compactwvay of representing groupof bytevaluesis a
bitmap. Thatis, for a givencharactersay‘A’ which hasdecimalvalue65, bit 65in the bit mapwill beon. It canbe
printedcorvenientlyin hexadecimalvith 64 charactersFor example agroupconsistingonly of theso-calledorinting
character$32..126)plus newline (10) lookslike:

00200000FFFFFFFFFFFFFFFFFFFFFFFEOO000000000000000000000000000000

A Chi? testis ameasuref how agroupof numbersaredistributed. In this casethenumbersarethebytevalues.

2 (fi — (N/r))?
(N/r)
wherei = 0..255,f; is thecountof byteswith valuei, NV is thenumberof bytesin thefile, andr is 256. Also of interest

is thedistribution usingonly the valuesfoundin thefile. In this case; is alist consistingof all j wheref; # 0 andr
is thelengthof thatlist.

Chi2 =

Also calculatea measuref the ‘compressedlengthof thefile. Consideringeachbytevalueto bea symbol,the
numberof bits neededcanbe measuredy

=" filog,(fi/N)

wherelog,, is log to the base2. Reportthe answerin bytes,which is the leastinteger greateror equalto the above
dividedby 8.

Input

Theinputis standardnputterminatedoy end-of-file. Note thatthefile is binary, thatis, all charactersincluding
newlines,aresignificant.

Output

Thereporthastwo fields. Thefirst field is of fixedlengthl5andcontainsalabelor aninteger, eachleft adjusted.
Any integershouldhave noleadingzeros.Thesecondield canbeaninteger(againwith noleadingzeros) abitmap,or
afloatingpointnumberall left adjusted Useuppercasghenprinting bitmaps.Theformatof afloatingpointnumber
is onedigit beforethe decimalpoint andthreeafter, with a power-of-tenexponentusinga lower case'e’, a sign,and
two digits.

Thefirst line hasthelabel‘length’ andthelengthof thefile. Thesecondine hasthelabel‘all’ andthebitmapof
all bytevaluesthatappeain thefile.

Thenext 1-to-5linesdetailthemostcommonlyoccuringbytevaluesin thefile. Thefirst field is anintegern and
theseconds thebitmapof all bytevaluesthatoccurn timesin thefile. Printthefive highestvaluesof n in decending
order If afile hasfewerthanfive valuesof n, printonly those.Notethattherewill alwaysbeatleastoneline, because
youwill notbegivenazerolengthfile.

Next print aline with the label ‘chisq’ andthe floating point valueof the Chi? test,followedby a line with the
label‘nzchisq’ andthe floating point valueof the Chi? testusingonly thevaluesfoundin thefile. Finally, print the
label‘minlen’ andthe estimateof the compresseténgthof thefile.



Problem 1
Find Crypt (continued)

The Samplelnputis a hex dumpof the samplebinary file. Usethecommandd -A x -t x1 fil enane to
displaythe contentsof a binaryfile ashexadecimabytevalues.

Sampldnput

000000 20 60 31 32 33 34 35 36 37 38 39 30 2d 3d 5c 7e
000010 21 40 23 24 25 5e 26 2a 28 29 5f 2b 7c Oa 71 77
000020 65 72 74 79 75 69 6f 70 5b 5d 51 57 45 52 54 59
000030 55 49 4f 50 7b 7d Oa 61 73 64 66 67 68 6a 6b 6¢C
000040 3b 27 41 53 44 46 47 48 4a 4b 4c 3a 22 Oa 7a 78
000050 63 76 62 6e 6d 2c 2e 2f 5a 58 43 56 42 4e 4d 3c
000060 3e 3f Oa 65 65 65 65 65 65 65 65 65 65 Oa

00006e

SampleDutput
| ength 110
al l 00200000FFFFFFFFFFFFFFFFFFFFFFFEO0000000000000000000000000000000
11 0000000000000000000000000400000000000000000000000000000000000000
5 0020000000000000000000000000000000000000000000000000000000000000
1 00000000FFFFFFFFFFFFFFFFFBFFFFFEO0000000000000000000000000000000
chi sq 4. 485e+02
nzchi sq 9. 945e+01

m nl en 88



